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I. Onpenenenus

B HACTOAIICM NOKYMCHTC HUCIIOJIB3YIOTCA CICAYIOINC TCPMUHBI U UX OIPCACIICHUSA.

ABTOMATH3HMPOBAHHAST 00pa0doTKAa MEPCOHAJBHBIX JAaHHBIX — 00paboTKa
MNEPCOHAJIbHBIX TAHHBIX C MIOMOIINBIO CPCICTB BBEIYUCIIHUTEIHLHON TEXHUKH.
Be3onacHocTh mepcoHANBbHBIX JAHHBIX — COCTOSIHME — 3alIMIIEHHOCTU

MEPCOHANIBHBIX JIAHHBIX, XapaKTEPU3yeMOe CIIOCOOHOCTHIO TMOJIb30BATENEH, TEXHUUECKUX
cpeacTB ¥ MHGOPMAIMOHHBIX  TEXHOJOTMM  00ecrneyuTh KOH(PHUICHUIUATbHOCTS,
[EJIOCTHOCTh H  JIOCTYITHOCTh TIEPCOHAIBHBIX JIaHHBIX TMpU WX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX MEePCOHATbHBIX TaHHBIX.

BiokupoBaHue mepcoOHAJNBHBIX JAaHHBIX — BPEMEHHOE MpeKpaiieHue coopa,
CUCTeMAaTH3alliK, HAKOIUICHUS, WCIOJb30BaHMs, pPACIPOCTPAHEHHs, [EePCOHAIBHBIX
JIAHHBIX, B TOM YHCJIC UX MepeadH.

Hoctyn k wuHpOpMAMU — BO3MOXHOCTh MONy4YeHHs HHPopManuu u eé
HCIIOJIb30BaHU.
3amumaemasi uHdopmauusa — uHbOpMaLUA, SBIAIOMIAACA —MPEIMETOM

COOCTBEHHOCTH M TMOJUIeXKAIIasi 3alluTe B COOTBETCTBUH C TPEOOBAHHSIMHU IPABOBBIX
JOKYMEHTOB HJIM TPEOOBAHUSMH, YCTaHABIMBAEMBIMU COOCTBEHHHMKOM HH(pOPMAIIHH.

HNnentudukanuss — 1pUCBOEHHE CyObeKTaM H  OOBEKTaM  JIOCTYIa
uneHTuuKaropa u (WIM) CpaBHEHHE IPEIbABISIEMOr0 HICHTH(HKATOPA C IEpPEYHEM
NPUCBOCHHBIX HIEHTH(PHUKATOPOB.

HNudopmanuonHasi cHCTeMa MNEPCOHAIBHBIX JAaHHBIX — COBOKYITHOCTh
coiepkammxcss B 0a3ax JaHHBIX NEPCOHANBHBIX JAHHBIX M O0ECIEYMBAIOIINX HX
00paboTKy MH(OPMAIIMOHHBIX TEXHOJIOTUI U TEXHUYECKUX CPEJICTB.

NudopmanuoHHasi TEXHOJIOTHS — MTPOIECCHI, METOIBI IMOMCKA, cOOpa, XpaHEHHS,
00paboTKH, IPEAOCTABIECHHS, PACIPOCTPaHEHHUs HH(OPMALIMU U CIIOCOOBI OCYIIECTBICHUS
TaKUX MPOIECCOB U METOJIOB.

HcTounnk yrpo3sl 6€30MacHOCTH NMEPCOHAJBHBIX JAHHBIX — CYOBEKT J0CTYIa,
MaTepHalbHBI  OOBEKT WM  (U3WYECKOe  SBICHHE, SBISIONUECS  NPUIHHON
BO3HUKHOBEHUS YIpo3bl 0€30IaCHOCTH NEPCOHANBHBIX JIaHHBIX.

Koutpoanpyemasi 30Ha — TpOCTPaHCTBO (TeppUTOpHs], 37aHUE, YaCTh 3JaHUA,
MOMEIIIEHUE), B KOTOPOM MCKIIFOUEHO HEKOHTPOJIHUPYEMOe MpeObIBaHUE TTOCTOPOHHUX JIUIL,
a TaKk)Ke TPAHCIIOPTHBIX, TEXHUYECKUX W MHBIX MaTePHAILHBIX CPEJICTB.

KoH(puaeHIMAIBHOCTh MEPCOHANBHBIX JAAaHHBIX —  O0s3aTenbHOE  JUIA
COOJTFOJICHHSI OTIEPaTOpOM WIJIM MHBIM TOJYYHBIIUM JIOCTYI K TEPCOHAIBHBIM JTaHHBIM
JULIOM TpeOOBaHME HE PacIpOCTPaHATh UX 0e3 coryacus CyObeKTa MepCOHAIbHBIX TaHHBIX
WIIA HAJTMYXST MHOTO 3aKOHHOTO OCHOBaHUSI.

Hapymmreas 0e30MacCHOCTH MNMEPCOHANBHBIX AAHHBIX — (QHU3UYECKOE JIHIIO,
CIIy4aifHO WM TIpeTHAaMEPEHHO COBEpIIArOIee NEHCTBHS, CIEICTBUEM KOTOPBIX SBISETCS
HapyleHne Oe30MacCHOCTH MEePCOHANbHBIX MaHHBIX MPH HX 00pabOTKe TEeXHUYECKUMHU
CpeAcTBaMu B HH(POPMAITMOHHBIX CHCTEMAaX IMEePCOHATBHBIX TAaHHBIX.

HecaHkumoHMpPOBaHHBIN 10CTYN (HECAHKIIMOHNPOBAHHBIE 1eHCTBHA) — IOCTYII
K MHPOPMAIMU WM JEHCTBUS ¢ WH(pOpMaIMel, Hapyllalore NpaBuia pa3rpaHuICHUS
JIOCTYIA C UCIOJIb30BAHUEM ILUTATHBIX CPEICTB, MPEIOCTABISIEMbIX HWH(MOPMAIMOHHBIMU
CHCTEMaMH MEePCOHATBHBIX JaHHBIX.

Hocurteas unpopmanuu — GU3UUECKoe JUIO WM MaTepUATbHBIN OOBEKT, B TOM
gyucine (U3NYEcKoe IoJie, B KOTOpOM HH(pOpManus HaXOAUT CBOE OTPAKEHHUE B BHUC
CHUMBOJIOB, 00pa30B, CHUTHAJOB, TEXHUYECKUX PEHICHUH U MPOIECCOB, KOIUYECTBEHHBIX
XapaKTepPUCTHK (PU3NIECKUX BEITUUUH.



OO0e3IMuMBaHNe MEPCOHANBHBIX JAHHBIX — JICHCTBUS, B pe3yjibTaTe KOTOPBIX
HEBO3MOKHO OIPEACIUTh MPUHAICKHOCTh TMEPCOHATIBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY MepPCOHATbHBIX TaHHBIX.

OO0pa6oTka mNepCOHAJBHBIX [aHHBIX — JI00OE JeicTBHe (omeparus) WIn
COBOKYITHOCTh JICWCTBUH (omepanuii), COBEpIIAEMBbIX C HCIOJIb30BAHUEM CPEICTB
aBTOMAaTHU3allMu WK 0€3 HCIONb30BaHUS TAKUX CPEACTB C MEPCOHAIBHBIMHU JIaHHBIMU,
BKJIoYass cOop, 3amMch, CHCTEMaTH3allMi0, HAKOIUJICHHE, XpaHEeHHe, YTOYHEHHE
(oOHOBIIEHUE, W3MEHEHHE), W3BJICUEHUE, WCIOIb30BaHME, Nepenady (pacrnpocTpaHeHHE,
[PEeIOCTaBlICHUE, JOCTYI), O0Oe3Nn4YnBaHUe, OJIOKUpPOBAHME, YyJAJIEHHWE, YHUYTOXKECHHE
MEPCOHAJIbHBIX JIAHHBIX.

OO0beKT BBIYMCINTEIbHOW TEXHUKH — CTAIMOHAPHBINA WM TOJBW)XKHBIA OOBEKT,
KOTOPBI  TPEJCTaBIsICT COOOM  KOMIUIEKC CPEICTB  BBIYUCIUTEIBHONH  TEXHHKH,
npeIHa3HaYCHHBIN AJIs BBIMOJIHEHHSI ONpeeNeHHbIX QYyHKIUN 00padboTku nHdopmarmu. K
00BbEKTaM BBIYMCIUTEIBHOM TEXHUKU OTHOCATCA aABTOMATHU3MPOBAHHBIE CHCTEMBI,
aBTOMATU3UPOBAaHHBIE paboure MecTa, WH(OPMALMOHHO-BHIYMCIUTENbHBIE LEHTPHl U
JIPYrue KOMIUIEKCHI CPEIICTB BBIYMCIUTEIBbHON TeXHUKU. K OOBEKTaM BBIYMCIUTEIHHOU
TEXHUKU MOTYT OBITh OTHECEHBI TaK)K€ OT/EJbHbIE CPEICTBA BBIYUCIUTEIHLHOW TEXHUKH,
BBITIOJTHSIONINE CAMOCTOSATEIbHBIC QYHKIIMH 00pabOoTKH WH(OPMALIUH.

Oneparop nepcoHaJBLHBIX JAHHBIX — TOCYJAPCTBEHHBIN OpraH, MyHUIIUTIATbHBIN
OpraH, PUINYECKOE WU (HU3UIECKOE JIUI0, CAMOCTOSATEIBFHO UM COBMECTHO C JPYTUMHU
JUIAMH OpraHU3yoIIKe U (WIH) OCYIIECTBISIONEe 00paboTKy MEePCOHANBHBIX JaHHbBIX, a
TaK)Ke OINMPEACISIONINE e 00pabOTKH MEePCOHATBHBIX JTAHHBIX, COCTAB IEPCOHATBHBIX
MaHHBIX, TMoJuIeXkamux  oOpaboTke, JAeiicTBus  (Omepanuu), COBEpIIAEMbIE  C
MEePCOHAILHBIMU JJAHHBIMH.

Ilepconanibuble gaHHble — Jr00as uWHGOpPMAaIKs, OTHOCAMIASCS MPSIMO WU
KOCBEHHO K ONPEIEICHHOMY WK ompenensieMoMy (u3udeckoMy Juiy (CyOBeKTy
MEePCOHANBHBIX JTaHHBIX).

IMonb3oBaTenb UHGPOPMANMOHHON CHCTEMbI NMEPCOHAJILHBIX JAHHBIX — JIHUIO,
yuacTBytoliee B (QyHKIIMOHUPOBAHUU WH(DOPMALIMOHHON CHCTEMBI MEPCOHANBHBIX JTaHHBIX
WJTU MCTIOJNIB3YIOIIEE PE3YIIbTAThl €€ (DYHKITMOHHUPOBAHUS.

IIpaBuaa pa3rpaHuyeHust aAocTyna — COBOKYITHOCTb IIpaBUII,
periIaMeHTHPYIOIUX [IPaBa A0CTyIa CyOBEKTOB JOCTYINA K 00ObEKTaM J0CTYIIA.
IIpenocraBijieHHe MEPCOHAJBbHBIX [JAHHBIX — JEHCTBUs, HalpaBlE€HHbIE Ha

PacKpbITHE NEPCOHAIBHBIX JaHHBIX OINPEJEICHHOMY JHIy WIM ONpPEICICHHOMY KpYyry
JU1L.

IIporpammuoe (mporpaMMHO-MaTeMATH4YeCKOe) BO3/JeiicTBHE -
HECaHKIMOHUPOBAHHOE BO3JIEHCTBUE Ha pecypcbl aBTOMAaTU3UPOBAHHOM
UHPOPMALIMOHHOM CUCTEMBI, OCYLIECTBISIEMOE C HCIOJIb30BAaHMEM BPEJOHOCHBIX
MPOrPaMM.

PacnipocTpaHeHne NepPCOHAJBHBIX JAaHHBIX — JCHCTBHS, HaIlpaBJICHHBIE Ha
pacKpbITUE MEPCOHATBLHBIX TaHHBIX HEOIPEIETICHHOMY KPYTY JIULL.

Pecypc uH(pOpManUOHHON CHUCTEMbI — HMMEHOBAHHBIM D3JIEMEHT CHUCTEMHOIO,
MPUKJIAHOTO WM alMapaTHoro obecredeHusi (yHKIMOHUPOBAHUS HH(YOPMAIIOHHOM
CUCTEMBI.

Cucrema 3alIMThI NMEPCOHAJBHBIX JAHHBIX — COBOKYMHOCTh OpraHOB U (WJIH)
UCTIOJIHUTEIIEH, UCTIONb3YeMOH MMH TEXHHMKH 3alIUThl MHPOpPMAILKHU, a TaKKe OOBEKTOB,
OpraHM30BaHHas W (QYHKIMOHUPYIOIIAas IO MpaBWiIaM M HOPMaM, YCTaHOBJIEHHBIM
COOTBETCTBYIOIIMMH JJOKYMEHTAMH B 00JIACTH 3aUTHI IEPCOHATBHBIX JJAHHBIX.

CpencrBo kpunrorpaguyeckoi 3amuTbl UHGOPMAUMM — CPEICTBO 3AIIUTHI
uHpOpMALlUK, peau3yolee alrOpUTMbl  KPUNTOrpaUuecKoro  mnpeodpa3zoBaHus
uHpopmanuu.



Cy0beKkT gocTyna — JHIO0 WIH Mpolece, ASHCTBUS KOTOPOTO PErjaMeHTUPYIOTCS
IIpaBWJIaMU pa3rpaHUYEHUs AOCTYIIA.

Cy0beKThl epCOHATBbHBIX JAHHBIX — PA0OTHHUKH, 00yJaroIuecs, KOHTPareHThl U
JIpyrue jauna.

TexHuuyeckuid KaHaJ YTe4kdM MHPOPMANMM — COBOKYIIHOCTb HOCHTEIA
uHpopmanmu  (cpeactBa  00paboTkM),  (HU3MYECKOH  Cpembl  PacIpOCTPAHCHHUS
MH(OPMATUBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMH JT0OBIBAETCS 3alluiaeMas HHpopMaIus.

TexHuveckue cpeacTBa HHPOPMANUOHHONH CHCTEMBI MEPCOHAIBHBIX JAHHBIX —
CPEICTBA BBIYMCIUTEIBHON TEXHUKH, MH(POPMALMOHHO-BHIYMCIUTEIBHBIE KOMIUJIEKCHl U
CeTH, CPEICTBA M CHCTEMBI Iepeladd, mpueMa U oOpabOTKM NEepCOHANBHBIX JaHHBIX
(cpeactBa W CHUCTEMBI  3BYKO3aIllUCH, 3BYKOYCHJIEHHUS, 3BYKOBOCIIPOU3BEACHMUS,
[IEPETOBOPHBIE U TEIEBU3MOHHBIE YCTPOMCTBA, CPEACTBA U3TOTOBIEHHUS, TUPAKUPOBAHUS
JIOKYMEHTOB U JpyTrue TeXHUYECKUE cpelcTBa 00pabOTKU peuyeBoid, rpaduiyecKoi, BUAEO-
1 OykBeHHO-IIU(POBO WH(GOPMAIINH), IIPOTPAMMHBIE CPEIICTBA (OIEPAI[IOHHBIC CHCTEMBI,
CUCTeMbl YyIpaBlieHuss 0a3aMM JaHHBIX M T.I.), CPEICTBa 3allUThl HHOpPMAIUH,
nprUMeHsieMble B HH(OPMAIIMOHHBIX CHCTEMaX.

¥Yrpo3sl 0€30NaCHOCTH TMEPCOHAJIBbHBIX JAHHBIX — COBOKYIHOCTh YCIIOBUH U
(akTOpoB, CO3JAIOUIMX ONACHOCTh HECAHKIMOHHPOBAHHOIO, B TOM YHCIIE CIy4yalHOro,
JOCTyNa K MEePCOHATbHBIM JIaHHBIM, PE3YJIbTaTOM KOTOPOTO MOKET CTaTh YHHUTOXKEHUE,
U3MEHEeHHe, OJIOKMPOBAaHUE, KOMUPOBAHME, PACHPOCTPAHEHUE TEPCOHAIBHBIX JaHHBIX, a
TaK)Ke MHBIX HECAaHKIIMOHUPOBAHHBIX JIEHCTBUU mpu uX 0o0paboTke B MHPOPMAIIMOHHOM
CUCTEME [1EPCOHAIbHBIX JIaHHBIX.

YHHUYTOXKEHHEe NEePCOHATbHBIX JAAHHBIX — JCWUCTBUA, B pPE3yIbTaTe KOTOPBIX
HEBO3MO>KHO BOCCTaHOBHUTH COJIEp’KaHUE IEPCOHAIbHBIX JaHHBIX B HH()OPMAIIMOHHOM
CHUCTEME TMEepPCOHAJbHBIX MJAHHBIX WM B pPE3yJabTaTe KOTOPHIX YHHUYTOXKAIOTCS
MaTepuaibHble HOCUTEIH MIEPCOHATbHBIX TAHHBIX.

YTeuka (3ammmaemMoil) HHPOPMaNMH 1O TEXHHYECKHMM KaHajJaM —
HEKOHTPOJIUPYEMOE  pacHpOCTpaHEeHHWEe MHPOpMAIMM OT HOCHUTENs  3alUIiaeMou
uHpopManuu 4yepe3 (PU3MUEcKyro cpeny A0 TeXHHYECKOTO CPEICTBA, OCYIIECTBISIOIIETO
nepexBar HHPOpMaIuu.

IesocTHOCTH HHPOPMAIMH — CIIOCOOHOCTh CPE/ICTBA BBIYUCIUTENBHON TEXHUKU
WIM aBTOMATHU3HPOBAaHHOW CHCTEMbI OOecleyrBaThb HEU3MEHHOCTh HWH(GOpMaluu B
YCIIOBUSAX CIy4alfHOTO W/WJIU MPEAHAMEPEHHOTO UCKAKEHUS (pa3pylIeHus).

Il. BBenenue

Hacrosimas Ilonutuka 6e30macHOCTH MEPCOHANBHBIX JaHHBIX, 00pabaThIBaeMbIX B
nH(pOpMalMOHHBIX cucTeMax nepcoHanbHbIX AaHHbIX 110 AHO CBK (nanee — [lonutuka),
ABNseTCd O(UIMAIBHBIM JIOKYMEHTOM M pa3paboTaHa B COOTBETCTBHUHM C LEJSAMH,
3aJjayaMd M TNpPUHIUNAMH  oOecrieueHus: Oe30MacHOCTH TEepPCOHATBHBIX  JaHHBIX
u3J10XKeHHbIX B KoHeniuu 0e30MacHOCTH MEePCOHABHBIX JIaHHBIX, 00pa0daThiBaeMbIX B
nH(pOpMaIMOHHBIX cucTeMax nepcoHanbHbiX qanHbix [10 AHO CBK.

B Ilonutuke onpezneneHs! TpeOOBaHUS K paOOTHUKAM, CTEIIEHb OTBETCTBEHHOCTH
pabOTHUKOB, CTPYKTypa M HEOOXOAMMBIH YpPOBEHb 3alIMIIEHHOCTH, CTaTyc U
JOJDKHOCTHBIE 00513aHHOCTH paOOTHHKOB, OTBETCTBEHHBIX 3a o0OecreyeHne 0e30MacHOCTH
MEPCOHAIBHBIX JAaHHBIX B MH(POPMAIMOHHBIX CHCTeMax MepcoHadbHbIX qaHHbIX [I0 AHO
CBK.

111. O01mue moJ10KeHUs

Hempro  Hacrosmer  [lomutukm  gBiasercs  oOecriedeHre  0€30IACHOCTH
nepcoHasbHbIX AaHHBIX 11O AHO CBK oT Bcex BHAOB yrpo3, BHEIIHUX U BHYTPEHHHX,



YMBIIUIEHHBIX U HENpeAHAMEPEHHBIX, MUHUMHU3ALUs yiiepOa oT BOZMOXXHON peaan3alnuu
yrpo3 06e30MacHOCTH MEPCOHATBHBIX JaHHBIX.

be3omnacHOCTh  MEepCOHANBHBIX JAHHBIX JIOCTHTAeTCsl IyTEM  HCKIIOYEHUS
HECAHKIMOHMUPOBAHHOTO, B TOM YHCIIE CIy4allHOTO, JOCTYIa K MEePCOHAIbHBIM JaHHBIM,
pe3ylbTaTOM KOTOPOTO MOXKET CTaThb YHHYTOXXEHHE, H3MEHEHHe, OJIOKHpPOBaHUE,
KOMUPOBAaHUE,  pACIpPOCTPAHEHUE  MMEPCOHANBHBIX  JaHHBIX, a TakKkKe  HHBIX
HECAHKIIMOHUPOBAHHBIX JICHCTBUI.

WNudopmanus u CBA3aHHBIE C HEH PeCcypcehl JOKHBI OBITH TOCTYITHBI TOJBKO IS
ABTOPU30BAaHHBIX MOJb30BaTeNell. B nH(MOpMallMOHHBIX CUCTEMAaX MEPCOHANBHBIX JTaHHBIX
JIOJI’KHO OCYIIECTBIISITHCS CBOCBPEMEHHOE O0OHAPYKEHUE YTPO3 U pearipOBaHKE HA YTPO3BI
0€30MacHOCTH MEPCOHATIBHBIX TaHHBIX.

B uH(bOpMaIMOHHBIX CUCTEMAaX MEPCOHANBHBIX NaHHBIX HEOOXOIMMO HCKIIOYUTH
BO3MOXXHOCTh ~ MpPEJHAMEPEHHBIX MJIM  CIYy4YalHbIX, YAaCTUYHBIX WU  TOJHBIX
HECAHKIIMOHUPOBAHHBIX MOAU(PUKAIUN WM YHUITOKEHUS JTaHHBIX.

[lepeuenr mepcoOHANbHBIX JAHHBIX, MOAJEKAIIUX 3allUTe, ONpeAesieH B
[Tonoxennn 06 00padboTke nmepcoHanbHbIX TaHHBIX B [I0 AHO CBK.

IV. Cucrema 3aliMThI EPCOHAJBHBIX JAHHBIX

CucTema 3alIMTHI IEPCOHATBLHBIX JAHHBIX CTPOUTCS] HA OCHOBAHHUU:

— Ilepeuns nepcoHaIbHBIX JAHHBIX, TOAJIEKAIINX 3ALIUTE;

— Ilepeuns nHGOPMALMOHHBIX CUCTEM IEPCOHAIBHBIX TaHHBIX;

— AxTa ompenelneHusl YpOBHS 3alIMIICHHOCTH NEPCOHAIBHBIX ITaHHBIX TPU HX
00paboTke B MHPOPMAIITMOHHOM CHCTEME MEPCOHATBHBIX JaHHBIX

— YacTHOH MOAEIH yrpo3 U HapyHIUTeNst 6€30MacCHOCTH MEPCOHAIBHBIX TAHHBIX;

— IlonoxeHus o pasrpaHUYEeHUM TpaB JOCTynma K  oOpabaThiBaeMbIM
NEePCOHAIBHBIM JJAaHHBIM;

— PyxoBogsmux gokymeHToB ®CTIK Poccuu u ®Ch Poccun.

Ha ocHOBaHMM »53THX JOKYMEHTOB ONpeHeNseTcd HEeOOXOAUMBIH YpOBEHb
3alIUIIEHHOCTH TEPCOHAJIBHBIX JaHHBIX B Kaxa0i MHGMOpMAIMOHHON cHcTeMe
nepcoHanbHbIX JaHHBIX 10 AHO CBK. [lns xaxmol uHGOPMAalMOHHOW CUCTEMBI
NEPCOHANBHBIX JIAHHBIX JIOJDKEH OBbITh COCTABJIEH CHHUCOK MCIIOJIb3YEMbIX TEXHHUYECKUX
CPEICTB, a TaKkXke TMPOrpaMMHOIO OOecleyeHusi ydacTBYIOIIEro B 00paboTke
NEPCOHANBHBIX JaHHBIX, OJUIEKAIIUX 3aIIUTE.

B 3aBucuMOCTH OT YypOBHS 3alIMIIEHHOCTH IEPCOHAIBHBIX JAHHBIX B
UH(POPMALIMOHHOM CUCTEME TNEepPCOHANbHBIX JAaHHBIX M AaKTyaJlbHBIX YIpO3, CUCTEMa
3alIMTHl TIEPCOHAIBHBIX JaHHBIX MOXXET BKIIOYATh CIEAYIONHE TEXHUYECKHE H
IpoTrpaMMHBIE CPEACTBA:

— AHTHBHPYCHBIE CPEJICTBA /ISl OObEKTOB BHIYHCITUTEIBHON TEXHUKH,

— CpelcTBa MEXCETEBOI0 HIKPaHUPOBAHUS;

— cpeacTtBa  KpunTorpaduyeckoil  3amuTel  MHGOpMAIMM, IpH  Ieperade
3alMIaeMoi MH(pOpMaIMK 10 KaHalaM CBSI3H.

Tak ke B CIIUCOK JOJDKHBI OBITh BKIIOYECHBI (DYHKIIMU 3alUTHI, 00ecIIeYnBaeMbIe
IITaTHBIMU ~ CPEJICTBAMM MH(POPMALIMOHHON CHUCTEMbl MEPCOHAJBHBIX JaHHBIX H
OTIEPAIMOHHBIX CHCTEM, MPUKIAJIHBIM MPOTPAMMHBIM OOECTICYCHHEM M CHEeIHaIbHBIMH
KOMILJIEKCAMH, PEeaM3YIOMIUMHU CpelacTBa 3amuThl. CHOUCOK (YHKUUH 3alUThl MOXET
BKJIIOYATh!

— yIpaBlieHHE JOCTYIIOM U Pa3rpaHUYCHUE T0CTYyIa MOJIb30BaTEICH;

— PETHCTPALMIO U YUeT ACHCTBUH ¢ MHPOpMaLueii;

— o0ecrneycHUe LIEIOCTHOCTH JaHHBIX;
oOHapyXeHHe BTOPKEHUH.



CHucoK HCIOJIB3YEMBIX CPEICTB JOJDKEH IOJCP)KUBATBCS B AKTyaJbHOM
cocTOsSiHUU. Bce M3MeHeHus cocTaBa CHUCTEMBI 3alllUThl MEPCOHAIBHBIX AAHHBIX WIIU
JJIEMEHTOB  MH()OPMALMOHHBIX CHUCTEM HEPCOHAIbHBIX JAHHBIX JOJDKHBI  OBITH
COTJIACOBAHBI ¢ AJIMUHHCTPATOPOM HH(POPMAIIMOHHOMN 0€301acHOCTH.

V. TpebOoBaHus K MOACUCTEMAM CHCTEMbI 3AIIIUTHI MEPCOHATbHBIX TAHHBIX

Cucrema 3amUTBl IEPCOHAIBHBIX JAHHBIX BKIIOUAaeT B ceOs creayrolme
MO/ICCTEMBI:

— yIOpaBJEHUs AOCTYIIOM, PETHCTPALU U yUeTa;

— obecreyeHus LeTOCTHOCTH U JJOCTYITHOCTH;

— AHTUBUPYCHOM 3aILUTHI;

— MEXCETEBOr0 3KpaHUPOBAHMS;

— a”aJM3a 3alUIIEHHOCTH;

— O0OHapy>KeHUs! BTOPKECHHIA,

— Kpunrorpapu4ecKon 3aiuThl.

[loxcucrempl cUCTEMBI 3alllUThl [EPCOHANBHBIX JIAHHBIX HMEIOT Pa3JIMYHBIN
(GyHKIIMOHAT B 3aBUCUMOCTU OT YPOBHS 3aIMIICHHOCTH MEPCOHANBHBIX JaHHBIX MPU UX
00paboTke B MH()OPMAITMOHHOW CUCTEME NMEPCOHAIBHBIX JaHHBIX, OTPEICICHHOTO B AKTE
OTpefieNieHUs] YpOBHsSI 3allMIIEHHOCTH IEPCOHAJIBHBIX JaHHBIX MpU HX 00paboTKe B
MH(OPMALIMOHHON CUCTEME NEPCOHAIBHBIX TaHHBIX.

VI1. Iloacucrembl ynpaBJieHHs 10CTYIIOM, PETHCTPAIIUM U yieTa

[loncucrema ympaBieHUs TOCTYIOM, perucTpaliMd W ydera MpeAHa3HaueHa s
peanu3alyy CIeayonmX GyHKIUI:

— WJEHTU(PHUKAMU U MPOBEPKHU MOJJIMHHOCTH CYOBEKTOB JOCTYyINa MpHU BXOJE B
MH(OPMALIMOHHYIO CUCTEMY NEPCOHAIbHBIX JaHHbIX;

— UACHTU(UKAIMY TEPMUHAJIOB, y3JIOB CETH, KAHAJIOB CBSI3U, BHEIIHUX YCTPOMCTB
0 JIOTUYECKUM UMEHAM;

— WACHTUUKAIMM TPOTrpaMM, TOMOB, KaTaloros, (aiinoB, 3amuceil, moien
3amnycel o NMeHaM;

— peructpanuu Bxoja (BbIXOJIa) CYOBEKTOB JIOCTyINa B CHUCTEMY (M3 CHCTEMBI),
100 perucTpaluy 3arpy3ki 1 HTHUIMATU3alUU ONepallMOHHON CUCTEMBI U €€ OCTaHOBA;

— perucTpanuy MombITOK JOCTyIa MPOrpaMMHBIX CPEACTB (IPOrpaMM, MPOIECCOB,
3ajad4, 33/1aHuil) K 3anuiaeMbIM (ainam;

— perucTpalMy MOMBITOK JOCTyMa MPOrPaMMHBIX CpPEICTB K TepMHUHAIaM,
KaHaJjaM CBsI3H, porpaMmmam, ToMaMm, Katajaoram, (aiisam, 3aucsm, MOJISIM 3alHCen.

Iloncucrema ynpaBieHHs JOCTYIOM MOXET OBITh pealii30BaHa C MOMOIIBIO
HITAaTHBIX CpeACTB OOpaOOTKM TEpPCOHATIBHBIX JaHHBIX (OMEpAIlMOHHBIX CHUCTEM,
npuioxeHuit). Tak ke MOXeT ObITh BHEJIPEHO CIEHUAIbHOE TEXHUYECKOE CPEACTBO HIIU
UX KOMIUIEKC, OCYILECTBJISIONINE JOIMOJHUTEIbHBIE MeEpbl M0 ayTeHTU(UKAIUU MU
KoHTpomo. Hanpumep, npruMeHeHne eAMHBIX XPAHWIIUIL YYETHBIX 3alIMCEN MOJIb30BaTeNen
U PETUCTPALMOHHON MH(OpPMAINH, HUCIIOJIb30BAHUE OMOMETPUUYECKUX M TEXHHYECKHX (C
MOMOIIBIO AJIEKTPOHHBIX MPOIYCKOB) Mep ayTeHTU(UKALUU U JPYTUX.

Vll.IMoacucrema obecneyeHus MeJTOCTHOCTH M IOCTYITHOCTH

[Toncucrema obecrnieueHuss LEIOCTHOCTH M JOCTYIMHOCTH IMpelHa3HayeHa JUis
o0ecrieyeHHs IIETOCTHOCTH U JIOCTYIIHOCTU TNEPCOHAIBHBIX MaHHBIX, MPOTPAMMHBIX H
amnmapaTHBIX CPeICTB MHPOPMAITMOHHBIX CUCTeM TiepcoHanbHbIX naHHbIX [I0 AHO CBK, a
TaK ’K€ CPECTB 3aIMTHI, IPU CIyYaitHON MM HaMEPEHHON MO (PHUKAIINY.



HOI[CI/ICTCMa pPeAIU3y€eTCsd C IIOMOIIBIO OpraHu3alvui PE3CPBHOI'O0 KOIIMPOBAHUSA
06p2163,TBIBa€MBIX JaHHBIX, a TaK K€ PpPC3CPBUPOBAHUCM KIIHOUCBBIX J3JICMCHTOB
I/IH(i)OpMaHI/IOHHBIX CHUCTEM NIEPCOHATIBHBIX JaHHBIX.

VIIl. IloacucreMa aHTHBMPYCHOM 321U THI

[loncucrema  aHTUBHPYCHOM — 3alIUTBhl  IpeqHa3HadeHa Uil  oOecrieyeHHs
AHTUBUPYCHOU 3aIUTHI 00beKTOB BhrunciutensHoi Texanku [10 AHO CBK.

CpenctBa aHTUBUPYCHOM 3allUTHI MpeIHA3HAYEHBI JUISl peaiu3aliy CIEAYIOLUX
GbyHKIHI:

— PpE3UJCHTHBIN aHTUBUPYCHBI MOHUTOPUHT;

— AaHTUBHUPYCHOE CKAaHMPOBAHMUE;

— CKpHUIIT-OJIOKUPOBAHUE;

— UEHTpPAIM30BaHHAS/yaJICHHAS  YCTAHOBKA/JCHMHCTAUIIHS  aHTHBHPYCHOTO
IPOAYKTa, HACTPOWKa, aJAMHHMCTPUPOBAHUE, IPOCMOTP OTYETOB M CTaTUCTUYECKOU
uH(popMalu 1o paboTe MPOayKTa;

— aBTOMAaTH3UPOBAHHOE OOHOBIIEHUE aHTUBHPYCHBIX 0a3;

— OrpaHMYEHUE IIpaB I[OJb30BATENII HA OCTAHOBKY MCIOJHIEMBIX 3aJady U
M3MEHEHHUs HaCTPOEK aHTUBUPYCHOI'O IPOIPaMMHOI0 0OecIeyeHus;

— aBTOMAaTHYECKHIi 3aIyCK Cpa3y Mocie 3arpy3KH ONepalliOHHON CUCTEMBI.

[loncucrema peanusyercs IMyTEM BHEIPEHHS CIELUUAIBHOIO aHTUBUPYCHOTO
IPOrpaMMHOT0 00ecreYeH sl BO BCE 3JIEMEHTHI MH(POPMAIIMOHHBIX CHCTEM MEPCOHATIBHBIX
JTAHHBIX.

IX. loacucreMa MeKceTeBOro IKPAHUPOBAHUSA

[Toncucrema MeXCETEBOIO SKpaHUPOBAHUSA MpeAHA3Hau€Ha Ui pealu3aluu
CJIEAYIOMINX (PYHKIUI:

—  (uibTpanuM OTKPBITOTO U 3amudpoBaHHOro (3akpeiToro) IP-tpaduxa;

— (¢ukcaluuu BO BHYTPEHHHUX >KypHajaX MH(GOPMAIUU O MPOXOASIIEM OTKPHITOM
u 3akpbiToM IP-Tpaduke;

—  uWAeHTU(UKAIMM U ayTeHTH(PHUKAIUKW AJIMUHUCTpaTOopa HH(OPMALMOHHON
0e30macHOCTH WM AJAMUHHUCTpATOpa HHPOPMAITMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX
IIPY €0 JOKAJIBHBIX 3allpocax Ha JOCTYII;

— peructpauuu  Bxoja (BbIxoja) ~AJIMHUHHUCTparopa  HH(OpPMalMOHHOU
0e30MmacHOCTH WM AJMUHHUCTpATOpa HHGOPMAITMOHHON CUCTEMBI IEPCOHATIBLHBIX JaHHBIX
B cUCTeMY (M3 CHCTEMbI) MO0 3arpy3Kd U MHUIMAIU3ALHUN CUCTEMBI U €€ TPOTrPaMMHOTO
OCTaHOBA;

—  KOHTPOJIS IIEIOCTHOCTH CBOEH MPOrpaMMHOM U MHPOPMALIMOHHOM YacTu;

—  (unbTpanMM MakeToB CIyXKEOHBIX MPOTOKOJIOB, CIYXAIIUX JUIsl IUArHOCTUKU
U YIpaBJeHUs pabOTON CETEBBIX YCTPOICTB;

— ¢uIbTpalMM C y4€TOM BXOJHOI'O M BBIXOJHOI'O CETEBOro MHTepdeiica kak
CPEJICTBO MPOBEPKH MOAJTMHHOCTU CETEBBIX aJIPECOB;

—  PEerucTpanuy M y4era 3alpalliBaeMbIX CEPBUCOB IIPUKIIAJHOTO YPOBHS;

—  OJIOKMpOBaHMS JOCTyNa HEUJACHTH(PHUIHMPOBAHHOTO OOBEKTa HIU CyObeKTa,
NOJJIMHHOCT  KOTOPOrO TMpU  ayTeHTH(QHUKAUU HE TMOATBEpIMIach, METOJaMH,
YCTOMYMBBIMU K [IEPEXBATY;

—  KOHTpOJIA 3@ CETEBOM aKTUBHOCTBIO NPWJIOKEHUH M OOHApYXKEHUS CETEBBIX
aTax.

Iloncucrema peanusyercsd BHEIPEHMEM IPOTPAMMHO-ANIAPATHBIX KOMILIEKCOB
MEXKXCETEBOI0 DKPAaHUPOBAHUS HA TPAHULIE CETH.



X. Hoacucrema aHAIN3A 3aAIHIIEHHOCTH

[Toncucrema aHanM3a 3alIMIICHHOCTH, [JOJDKHA OOECIIeYMBaTh BBISBICHUE
YS3BUMOCTEH, CBSI3aHHBIX C OMIMOKAaMH B KOH(HUIypamuyd MPOrpaMMHOTO OOeCreueHHs
UH()OPMAIIMOHHON CHCTEMBI IEPCOHANBHBIX TAHHBIX, KOTOPBIE MOTYT OBITh UCIIOJIb30BAHBI
HapyIIUTENIEeM AJIs peau3aluy aTakKu Ha CUCTEMY.

@OyHKIMOHAT TOACHCTEMBI MOXXET OBITh PEATM30BaH MNPOTPAMMHBIMU |
IPOTPaMMHO-aNNapaTHBIMHU CPEJICTBAMH.

Xl. Ioacucrema ooHAPYKEHHUsI BTOPKEHH I

Iloncucrema oOOHapyXeHHsI BTOPXKEHMH, JOJDKHA 00€CHeunBaTh BbISBICHHUE
CeTEeBBIX aTaK Ha »JJIEMEHTHl HH(POPMALMOHHON CHUCTEMBl TNEPCOHAIBHBIX JAaHHBIX,
HOJKJIFOUYEHHBIE K CETSAM OOILEro MoJIb30BaHUs U (MJIM) MEXyHApOJAHOT0 OOMEHa.

@OyHKIMOHANT MOACUCTEMBbl MOXET ObITh peaJu30BaH IPOrPAMMHBIMH U
[IPOrpaMMHO-ANIapaTHBIMU CPEACTBAMM.

XlIl.IToacucrema kpunrorpagu4eckoi 3alUThI

[Toncucrema xpunrorpaduyeckol 3alUThl NpeJHA3HAYCHA JUIS HCKIIOYCHUS
HECAHKIIMOHMPOBAHHOTO JIOCTyNa K 3alUIlaeMoil WHQPOpMAuu B HH(POPMAIMOHHBIX
cucreMax nepcoHanbHbix JaHHbIX [IO AHO CBK, npu ee nepenade mo xaHajgam CBSI3H
CeTe 00IIero MoJb30BaHus U (MITH) MEXIYHAPOIHOTO OOMEHA.

[Toncucrema peanmusyeTcss BHEOPEHUEM KPHUNTOrpadUUYecKUX MPOrPaMMHO-
anmapaTHBIX KOMIUICKCOB.

XIll. Toab3oBaTesin HHPOPMANMOHHBIX CHCTEM MEPCOHATbHBIX JAHHBIX

B Konuenmuu 0e30macHOCTH MEPCOHAIBHBIX JAHHBIX OINpPENETICHbl OCHOBHBIE
KaTeropuu nosb3oBareneil. Ha ocHOBaHMM 3THX KaTeropuil JOJKHA OBITH IMPOU3BEIEHA
TUNM3alMA [0JIb30BaTeIe HH(OPMAIIMOHHBIX CUCTEM NIEPCOHANBHBIX JAHHBIX, ONpE/eeH
UX YPOBEHb JOCTYIa U BO3MOKHOCTH.

B undopmanmonnsix cucremax mnepcoHanbHbIX AaHHbIX [0 AHO CBK moxno
BBIIETIUTh  CIEAYIOUIME TPYIIbl  [OJb30BaTeNiel, Yy4YacTBYIOIIMX B  00paboTke
NEPCOHAIBHBIX JaHHBIX !

— AJIMUHUCTpaTOp MH(GOPMALIMOHHON CUCTEMBI IEPCOHATIBHBIX JaHHBIX;

— Omnepatop UHPOPMAIIIOHHOM CHCTEMBI IEPCOHANBHBIX TAaHHBIX.

JlanHble O TpyIIax IMojb3oBaTeNedl, ypoBHE MX JOCTYyNa U UH(MOPMHPOBAHHOCTHU
JOJDKHBI  OBITH  OTpakeHbl B I[lojmoxkeHMM O pasrpaHMYeHHH TpaB JOCTyna K
00pabaTbIBaeMbIM IEPCOHAIBHBIM JTAHHBIM.

XIV. AamunHucTpaTop HH(POPMALUOHHOI CHCTEeMbI IEPCOHATBHBIX JaHHBIX

AIMHHHCTpaTOp MH(POPMALMOHHON CHCTEMBI MEPCOHAJIBHBIX JAHHBIX, PAOOTHHK
IIO AHO CBK, OTBETCTBEHHBIM 3a HACTPOMKY, BHEAPEHHE U COIPOBOXKJICHHE
UH(POPMALIMOHHOM CHCTEMbI IIEPCOHANBHBIX JaHHBIX. ObecneunBaeT (yHKIMOHUPOBAHUE
MOJICUCTEMBI YIIPABICHUS JOCTYIIOM MH(POPMAIMOHHON CHUCTEMbI NEPCOHABHBIX JaHHBIX
U YINOJIHOMOYEH OCYHIECTBIIATh IPEJOCTABICHUE M pa3TPaHUYEHUE JOCTYNa KOHEYHOTO
nosb3oBatens  (OmnepaTtopa WHGOPMAIIMOHHOW CHCTEMBI TIEPCOHATIBHBIX JAHHBIX) K
3JIEMEHTaM, XPaHSAIIMM ePCOHAIbHbIE JJAHHBIC.

AnMuHUCTpaTOp HMH(OPMALMOHHOW CHUCTEMBI MEPCOHANBHBIX aHHBIX 00JagaeT
CJIEIYIOIIMM YPOBHEM JOCTYIA U 3HAHUI:

— oOnagaer moyiHOM MH(oOpMAIMel 0 CUCTEMHOM U NPUKIATHOM MPOTrPAMMHOM
obecnieueHnH HHHOPMALIMOHHON CUCTEMBI IEPCOHATBHBIX JAHHBIX;
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— obnagaer mosHOM MH(OpManKeld 0 TEXHUYECKUX CPEACTBAX M KOH(UTryparuu
MH(OPMALIMOHHON CUCTEMBI IEPCOHATBHBIX JAHHBIX;

— HWMEeT JOCTYNl KO BCEM TEXHHUYECKHM CpeACTBaM OOpabOTKM HMH(pOpMAIUU U
JAHHBIM B WH()OPMAIIMOHHON CUCTEME MEPCOHANTBHBIX JTAHHBIX,

— o005agaeT BO3MOKHOCTSIMU BHECEHHsI U3MEHEHHI B MIPOrpaMMHOE oOecrieueHue
MH(OPMALIMOHHON CUCTEMbI IEPCOHANIBHBIX JAaHHBIX HA CTAAUU €€ pa3pabOTKu, BHEAPEHUS
Y COIIPOBOXICHUS,

— oOmagaer mnpaBaMu KOHGUTYpUPOBAHHS M aJIMUHUCTPATUBHON HACTPOMKHU
TEXHUUYECKUX CPEACTB MH(POPMAILIMOHHOM CHCTEMBI IEPCOHANBHBIX TAaHHBIX.

XV.Oneparop nHGOPMALMOHHOI CHCTEMbI 1ePCOHAJBHBIX JaHHbBIX

Omneparop WHGOPMAIMOHHONW CHCTEMbI MEPCOHAIBHBIX JaHHBIX, padoTHUK [10
AHO CBK, ocymectBastomuii 00pabOTKy mepcoHanbHBIX JAaHHBIX. (OOpaboTka
MEPCOHAIBHBIX JAHHBIX BKIIOYACT: BO3MOXXHOCTh IMPOCMOTPA TEPCOHAIBHBIX JaHHBIX,
PYYHOH BBOJ TEPCOHAIBHBIX IaHHBIX B HH()OPMAIMOHHYIO CHCTEMY IEPCOHAIBHBIX
JTaHHBIX, (OpPMHpPOBAHWE CIPABOK M OTYETOB 1O HWHPOPMANMHU, TOITYICHHOH U3
UH(OPMAIIMOHHON CHCTEMBI IIEPCOHATBHBIX JTaHHBIX.

Oneparop HHDOPMAIMOHHOW CHCTEMBI TICPCOHATBHBIX JAHHBIX  OO0JIaaeT
CJICAYIONIMM YPOBHEM JIOCTYIIA U 3HAHUIA:

— o0mamaer BceMM HEOOXOIMMBIMM aTpuOyTramMu (Hampumep, maposieM),
00eCneUMBAOIIIMMH JJOCTYIT K HEKOTOPOMY ITOJAMHOXECTBY MEPCOHAIBHBIX JTaHHBIX;

—  pacmosiaraet KoH(pUICHIIMATbHBIMH JAHHBIMU, K KOTOPBIM UMEET JIOCTYII.

XVI. AnmunHucTpaTop HH(OPMALMOHHOI 0e301aCHOCTH

AnmuHucTtpaTop uMH(popManMoHHON Oe3omacHoctd, pabdotHuk 10 AHO CBK,
Ha3Ha4yaeMbli MPHUKAa30M JTUPEKTOpa, OTBETCTBEHHBIM 3a (DYHKIMOHMPOBAHHME CHCTEMBbI
3alIUThl  MEPCOHAJNBHBIX  JAHHBIX,  BKJIOYas  OOCIHyKMBaHHE W  HACTPOIKY
aJIMUHUCTPATUBHOM, CEPBEPHOM U KIIMEHTCKON KOMITOHEHT.

AaMuHUCTpaTOp HH(GOPMAIMOHHOM 0€30MacHOCTH 00JIafaeT CeAYIOIIUM YPOBHEM
JIOCTYIIa U 3HAHUM:

— oOmamaer monHOW — mHpopmanueil 00  MHMOPMAIMOHHBIX  CHUCTEMax
NEPCOHAIBHBIX JaHHBIX;

— HMeEeT JOCTYNl K CPEICTBaM 3allluThl MH(OpPMAUU U NMPOTOKOJIHUPOBAHMUS U K
YacTH KJIIOUEBBIX AJIEMEHTOB MH(POPMAIIMOHHON CHUCTEMBI IEPCOHATBHBIX TAHHBIX;

— HE UMeeT IpaB JO0CTyNa K KOH(UTYPUPOBAHUIO TEXHUYECKUX CPEACTB CETH 3a
UCKJTIOUEHHEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX ).

AnMUHUCTpaTOp MHPOPMAIIMOHHOM 0€30MaCHOCTH YITOJIHOMOYEH:

— peaJM30BHIBATh MOJUTUKU OE30MACHOCTH B YAaCTH HACTPOHKHU CPEJCTB 3aIIUTHI
nH(pOpMaLIU, MEXCETEBBIX SKPAHOB U CUCTEM OOHAPYKEHHsI BTOPKEHHM, B COOTBETCTBHH
C KOTOphIMU Tmousib30BaTens (OnepaTtop HMHGOPMAIMOHHOM CHUCTEMBI IE€PCOHAIBHBIX
JIAHHBIX) TIOJydaeT BO3MOXHOCTH paboTaTh C dJeMEHTaMH WHOOPMAIMOHHOW CHUCTEMBI
NEPCOHAIBHBIX JaHHBIX;

— OCYUIECTBJIATH ayAUT CPEJICTB 3aLIUTHl HHPOPMAIUH;

— OCYUIECTBJIATh KOHTPOJIb 3a ACUCTBUSIMHM TOJb30BaTeleld HMH()OpPMAIlMOHHON
CHCTEMBI IEPCOHAIBHBIX JAHHBIX MPU UX pabOTe C MEPCOHAIBHBIMU JaHHBIMU;

— YCTaHAaBJIMBAThH JIOBEPUTEIbHBIE OTHOLLIEHUS CBOEH 3alUIIEHHON CETH C CETSIMU
JIPYTUX OpraHU3aluy U yUpexKACHUN.

JIoMKHOCTHBIE 00sI3aHHOCTH AJIMUHHCTpaTOpa WH(POPMAIMOHHOW 0€30MacHOCTH
onucansl B MHCTpYKIIMM A IMUHHCTpaTopa MHOOPMAIIMOHHON 0€3011acHOCTH.
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XVIIl. TpeboBanusi kK paGoTHUKAM 10 00ecnevYeHHI0 3alUThI MePCOHATbHBIX
JTAHHBIX

Bce paborauku 10 AHO CBK, siBisitoruiecs monb30BaTesiMu UH()OPMAITHOHHBIX
CUCTEM IEPCOHAIBHBIX JAHHBIX, JOJDKHBI YETKO 3HaTh W CTPOrO  BBINOJIHATH
YCTAHOBJICHHBIE TpaBHJa M OOS3aHHOCTH MO JOCTYNy K 3allMIIaeMbIM OOBEKTaM H
COOJIIOJICHHUIO YCTaHOBJIEHHOI'O PEeXHMMa O€30I1aCHOCTH EPCOHAIbHBIX JAHHBIX.

[Ipu BcrymeHMH B JIOJDKHOCTH HOBOTO  pabOTHHMKA  HEMOCPEIICTBEHHBIH
PYKOBOJUTENb CTPYKTYPHOI'O MOJpa3jesieHus: 00s3aH OpraHU30BaTh €ro 03HAKOMJICHHE C
JOJDKHOCTHOW HMHCTPYKIMEH M HEOOXOIMMBIMH JOKYMEHTAaMH, PerIaMEHTHPYIOUMMH
TpeOOBaHUS IO 3alIUTE NEPCOHANBHBIX JAHHBIX, a TAKXKE 00y4eHHE HABBIKAM BBIITOJHEHMS
npoIenyp, HEOOXOAUMBIX ISl CAHKIMOHWPOBAHHOTO HCIIOJIb30BAaHMs MH()OPMAIIHOHHBIX
CUCTEM IIEPCOHAIBHBIX IaHHBIX.

PaboTHHK n0mKeH OBITh O3HAKOMIIEH ¢ HacTosme [1omuTHKoi, ycTaHOBICHHBIMU
npolexypamMu paboThl ¢ 3JeMEHTaMH MH(POPMALIMOHHOM CUCTEMBI IEPCOHATIBHBIX JTaHHBIX
Y CHUCTEMOM 3aIlUThI IEPCOHATIBHBIX IaHHBIX.

PaboTHHKY, MCIONB3YIOIME TEXHUYECKUE CPEACTBAa ayTeHTH(PHKAIUU, JOJKHBI
o0ecrieunBaTh COXPAaHHOCTh MEPCOHANBHBIX UJIEHTU(PUKATOPOB (JIEKTPOHHBIX KIHOUEH) U
HE JOIYyCKaTh HECAaHKIIMOHUPOBAHHBIM JOCTYIl K HUM, a TaK )K€ BO3MOXXHOCTb UX yTEpH
WIM HWCIIOJIb30BaHUSA TpeTbUMU Junamu. [lonb3oBarenn HeCyT IEpPCOHAIbHYIO
OTBETCTBEHHOCTb 32 COXPAHHOCTb UJCHTU(UKATOPOB.

PaboTHHKM [OJDKHBI CIIEIOBaTh YCTAHOBJIEHHBIM NPOIEAypaM IOAJCPKAHUS
pekuMa 0e30MacHOCTH MEPCOHAIbHBIX JAaHHBIX MPHU BbIOOpE U MCIIOJIB30BAaHUM HapoJiei
(ecnu He UCIIOJNIb3YIOTCA TEXHUUYECKUE CPEACTBA UACHTU(DUKAIIMY U ayTeHTU(DUKALINN).

PaGoTHUKM mOKHBI oOecreuuBaTh HaJUIeKAILlyl0 3allUTy 000pya0BaHMS,
OCTaBIIsIEMOro 0e3 MpUCMOTpa, OCOOEHHO B TEX CIIydasX, KOrJa B TOMEUIEHHE UMEIOT
JOCTYIl ~TOCTOPOHHHE JHma. Bce monb3oBatenu  UHPOPMALMOHHOM  CHUCTEMBI
NEPCOHAIbHBIX JIAaHHBIX JIOJKHBI 3HaTh TpeOOBaHUS MO O€30MacHOCTU IEPCOHATbHBIX
JAHHBIX U TPOLEAYPHI 3alUThl 000PYAOBaHMs, OCTABICHHOr0 0€3 MPUCMOTpA, a TaKxkKe
CBOU 0053aHHOCTH 10 00ECIICUYEHUIO TAKOH 3aILUTHI.

PabGoTHukam  3ampemiaercs  yCTaHaBIMBaTh  NOCTOPOHHEE  MPOTrPaMMHOE
oOecrnieueHre, MOJKI0YaTh JUYHbIE MOOMIIbHBIE YCTPOMCTBA U HOCUTENM MH(OpMALIUH, a
TakK ’Ke 3allUChIBAaTh HAa HUX 3aIIUIIAEMYI0 HH(POPMAIIHIO.

PabGoTHukam 3ampemaercs pasriiamaTh 3aldilaeMyro HHGOpMaluioo, KoTopas
CTajla UM U3BECTHA B CHJTY BBIINOJIHEHUS] UMU CBOUX JOJDKHOCTHBIX 00sI3aHHOCTEH.

IIpu pabore ¢ mnNEpcOHAIBHBIMU J@aHHBIMU B HWH(GOPMAIMOHHON cHUcTeMe
nepcoHanbHbIX AaHHBIX paboTHUKU 10 AHO CBK 00s3aHBl UCKIIOUYHUTH BO3MOXHOCTb
POCMOTpPa TMEpPCOHANBHBIX JAHHBIX TPETbUMU JIHIAMH C MOHHUTOPOB OOBEKTOB
BBIUMCIUTEIBbHON TEXHUKHU.

[Ipu 3aBepuieHnn paboThl ¢ MHPOPMALIMOHHON CHCTEMOI NEPCOHATBHBIX JaHHBIX
paOOTHUKK 00s3aHbl 3AIIUTUTh OOBEKTHl BBIYUCIUTEIBHOM TEXHUKH C TOMOIIBIO
OJIOKHPOBKH KJIIOUOM WJIM 3KBUBAJEHTHOT'O CPEACTBA KOHTPOJIS, HAIIPUMEp, TOCTYIIOM IO
HapoJI0, €CIM HE MCIIONIb3YIOTCS 00JIee CHIIbHBIE CPEACTBA 3AIIUTHI.

Pa6otaukn [0 AHO CBK nomkHbl OBITH NPOMHGOPMHUPOBAHBI 00 Yrpo3ax
HapyLIeHUs peXuMa Oe30MacCHOCTH MEPCOHAJBHBIX JIAHHBIX M OTBETCTBEHHOCTH 3a €ro
HapymieHne. OHU  JOJKHBI  OBITh O3HAaKOMJIEHBI C  YTBEpXKIACHHOW (opmanbHOi
IpOoIeTypol HaOKEHHUsI JUCHUIUIMHAPHBIX B3bICKAHUKA Ha pPAaOOTHHMKOB, HAPYIIAIOIIUX
IPUHATHIE TIOJIUTUKY U IPOLETypbl 0€30MaCHOCTH NEPCOHAIbHBIX JAHHBIX.

PaGoTHukM 00s3aHBI 0€3 MPOMEUICHUs COOOIaTh 000 BCEX HAOIIOAAEMbIX HITU
HOJO3PUTENBHBIX ClIydasX padoThl MH(MOPMALMOHHONW CUCTEMBI IEPCOHAIBHBIX JIaHHBIX, &
TaKXKe O BBIBICHHBIX MMM COOBITHSX, 3aTParHBalOIIMX O€30MacHOCTh IMEPCOHATBHBIX
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JAaHHBIX, PYKOBOJACTBY M JIUIYy, OTBCHAIOIIEMY 34 HEMCIJICHHOC pC€arupOBaHHUC Ha YI'pO3bI
0e3011acCHOCTH NCPCOHAJIBHBIX JaHHBIX.

XVIII. JomkHOCTHBIE 003aHHOCTH M0JIb30BaTe el HH(POPMALMOHHOI CHCTEMBI
NMEePCOHATIBLHBIX TaAHHBIX

JIOI>KHOCTHBIE ~ O0SI3aHHOCTH  TOJIb30BaTeNiel  HMH(POPMAIMOHHON  CHCTEMBbI
MEPCOHAJIbHBIX JIAHHBIX OMUCAHBI B CIACAYIOMIUX JOKYMEHTAX:

— HWHerpykuus AamunHucTpaTopa HWHGOPMALMOHHONW CHCTEMBI MEPCOHATBHBIX
JTAHHBIX;

— HWucrpykuus Onepatopa HHPOPMAIIMOHHON CUCTEMBI IEPCOHATBHBIX JIAHHBIX.

XIX. OTBeTcTBEHHOCTH MOJIb30BaTe el HHPOPMALMOHHOI CHUCTEMbI
NMEePCOHATIBLHBIX TaAHHBIX

B cootBerctBun co crathamu 24 @depepanibHOoro 3akoHa ot 27 wuroas 2006 T.
Ne 152-®3 «O nepcoHanbHBIX JAHHBIX» JIMIA, BUHOBHBIE B HapyILIEHMHM TpeOOBaHUMN
®denepanbHOrO0  3aKOHA, HECYT TPaXKIAHCKYK, YIOJOBHYH, aJMUHHUCTPATUBHYIO,
JUCLHUIUIMHADHYIO W HMHYIO IPEJyCMOTPEHHYIO 3aKOHOAATENbCTBOM Pocculiickon
®denepaliuv OTBETCTBEHHOCTD.

[Tonp3oBarenu WHPOPMALIMOHHON CHUCTEMBl TEPCOHAIBHBIX JAHHBIX HECYT
OTBETCTBEHHOCTh 3a BCE JCHCTBHUSA, COBEPIICHHBbIE OT MMEHHM MX YYETHBIX 3alHCEeH WU
CUCTEMHBIX YYETHBIX 3alUCeH, €Clii He JoKa3aH (aKT HEeCaHKIIMOHUPOBAHHOTO
UCIIOJIb30BAaHUS YUETHBIX 3aIUCEH.

IIpu wapymenusix paborHukamu [IO AHO CBK — TIlons3oBarensiMu
WH(OOPMALIMOHHONW  CHUCTEMBl  TMEPCOHANBHBIX  JaHHBIX  MPaBWJ,  CBSI3aHHBIX  C
0€30MacHOCTBIO TIEPCOHAIBHBIX JTAHHBIX, OHM HECYT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO
JIEUCTBYIOIUM 3aKOHOAATENbCTBOM Poccuiickoit denepanum.

[IpuBenennpie BbINIE TpeOOBaHWS HOPMATUBHBIX JIOKYMEHTOB II0 3aIllUTE
uH(pOpPMaIIUK JOJDKHBI OBITH OTPAKEHBI B JIOKAJIBHBIX HOPMATHUBHBIX M MPABOBBIX aKTax
I1IO AHO CBK.

XX. Cnucok HCNOJIb3yeMbIX HCTOYHUKOB

1. Koucrurynus Poccuiickoit @enepanuu;

2. Koncruryuus Peciybnuku Mapwii O,

3. Tpynogoii koaekc Poccuiickoii denepanvm;

4. Cemeitnblii kogekce Poccuiickoit @enepanuu;

5. ®enepanbublii 3akoH oT 27 wurong 2006 r. Ne 152-03 «O mnepcoHanbHBIX
JAHHBIX);

6. Ilocranoenenme IlpaButenscTBa Poccuiickoit @eneparuu ot 15 ceHTAOps
2008 r. Ne 687 «0O06 yrBepxxknenun IlomoxeHus o0 OCOOEHHOCTIX OOpPabOTKU
MEePCOHAIBHBIX JAHHBIX, OCYIIECTBIIIEMOI 0€3 NCIOJIb30BAHUS CPEJICTB aBTOMATHU3AIINH;

7. Tlocranosnenue IlpaButenbctBa Poccuiickoit @enepammu ot 1 HOSIOps
2012 1. Ne 1119 «OG6 yrBepkaeHnH TpeOOBaHUHN K 3aIUTE MEPCOHATBHBIX TAHHBIX MTPH HX
00paboTke B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHABHBIX JTAHHBIXY;

8. [Ilpuka3 deaepanbHON CIYKOBI IO TEXHHYECKOMY U 3KCIMOPTHOMY KOHTPOJIIO
or 18 d¢espans 2013 1. Ne 21 «O06 yrBepxkaenuun CocrtaBa U COJEpKAHUA
OpPraHU3allMOHHBIX U TEXHUYECKUX MEp M0 00ecrnedyeHuro 0e30IacCHOCTU NEePCOHAIBHBIX
JAHHBIX TPU UX 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMaX NEPCOHATBHBIX JaHHBIX»;
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9. baszoBas Momenb yrpo3 Oe30MacHOCTH MEPCOHANBHBIX [OaHHBIX TP HX
00paboTke B HHGOPMALUOHHBIX CHCTEMaX IEPCOHAIBHBIX JAHHBIX, YTBEPXKICHHAA
zamectuteneM aupekropa ®CTIK Pocenu 15 perpans 2008 r.;

10. Meroauka ompeeieHHs] aKTyalbHBIX yrpo3 O€30IIaCHOCTH I€PCOHATBHBIX
JaHHBIX TpH WX 00paboTke B HMHGOPMAIMOHHBIX CHUCTEMax IEPCOHATBHBIX IAaHHBIX,
yTBepxkaeHHas 3amectutenem aupexropa ®CTOK Poccun 14 despais 2008 r.

PazpaboTtano:
['maBHBIN IOpUCT - C.IO. MarBeeBa

CoriacoBaHo:

WucnexTop 1o Kaapam I'.A. ®ensena




